SPARTA

2004 Command and Control Research and Technology Symposium

The Power of Information Age Concepts and Technologies

CHALLENGES FOR VERTI CAL COLLABORATION AM ONG

WARFIGHTERS FOR MISS ILE DEFENSE C2

Laura A.T. Lee Ray C. Prouty David J. Sepucha

Director, C2 Systems Chief Engineer Sr. Software Developer

laura.lee @sparta.com ray@sparta.com david_sepucha@sparta.com
SPARTA, Inc.

13400 Sabre Springs Parkway, Suite 220
San Diego, California 92128

Telephone: (858) 668570, FAX (858) 668575


mailto:laura.lee@sparta.com
mailto:ray@sparta.com
mailto:david_sepucha@sparta.com

CHALLENGES FOR VERTI CAL COLLABORATION AM ONG
WARFIGHTERS FOR MISS ILE DEFENSE C2

Abstract

Implementing an effective Mide Defense plan in a Network Centric environment
requires a robust collaboration schemeompatible with multiple military models and
simulations. Many technology breakthroughs have occurred allowing defense plans to be
rapidly exchanged with C2 systemstributed around the Globe. However, the issue of
interpretingthe data properly within each C2 model or simulation component remains a
stumbling block to effective planning. This paper describes a global collaboration
approach using the eXtensible Maup Language (XML) to create and validate the
plans. Experimentation performed using this approach, by allowing plans to be
distributed using a Java Message Service (JMS) or provided by web services, is described
to highlight the issues with netted sers and weapons in military planning. An
approach to resolving this issue through a higher level NCW model of the architecture
supported by tactical element web services is shown.

1.0 Introduction

The revolution in information technology offers many pramsidor enabling Network
Centric Warfare (NCW). To reach this potential, however, we cannot just apply the new
technology to existing weapon and sensor systems. Collaboration in Missile Defense
planning is a good example of the challenges of applying ndwe concepts and
technologies to systems designed before the birth of NCW. The missile defense
architecture has been in concept development and design for almost twenty lyears
can we reap the benefits of NCW without starting over in the elemenin@esig this

paper, we begin to identify options for creating-oettric capabilities in missile defense.

1.1 Caveat

For clarification, this work is the authorsbown ideas and concepts and does not represent
the view of the Missile Defense Agency (MDA) inyaofficial manner. This detachment
offers an opportunity to explore ideas that might not otherwise be exchanged to stimulate

interest in several related fields.



1.2  Missile Defense Planning Overview

The systems about to be deployed in 2004 by the Mis®leri3e Agency (MDA) to
protect the U.S. and our allies have their roots in legacy Army, Navy, Air Force and
Marine Corps programs. These systems generally consist of a sensor, one or more
weapons and their associated command, control, battle managemedt, a
communications (C2BMC) for the element. Each system element created a planner in
order to assist warfighters in the employment of that system. Multiple systems were
designed to be deployed in a defense architecture with the planners focusing on the
deconfliction of fires to reduce wastage among different systems. The planning of the
defense architecture is in response to high level guidance, but generally has been
performed at the lowest tactical level where the complexities of the system are best
uncderstood. Prior to 2004, this planning could be accomplished within a single Army
workstation. Multiple workstations have been deployed across the globe within the
Army military structure and the collaboration among these unit®rizontallyi was
envisbned to create the defense shield.

This year, the sensors designed by each of the military services are being deployed in a
network with various weapon systems. Sensor data from one previouslypgiede
system may now provide critical tracking dateébeused by a weapon system developed

by another program in another branch of the military. To develop an accurate assessment
of defense capabilities as input to the selection of a friendly Course of Action (COA), the
missile defense plans must be ablectmsider this crossystem, crosservicei net

centricT operation.

1.3  Scope and Organization of Paper

In this paper, we introduaequirementdor missile defense planning in order to operate

in a NetCentric environment across the globe and acrossreliffevarfighting areas of
responsibility (AORs). In section 2, we explain a simple defense planning analysis and
gradually add the complexities to the situation to illustrate basic missile defense planning
concepts. In section 3, we focus on the vdrticardination challenges along with the

traditional horizontal (crosAOR) coordination. In section 4, we discuss the



technologies and approaches used for collaboration to include a description of the key
enterprise services envisioned in the Global rmiation Grid (GIG). In section 5, we
describe multiple concepts for collaborating on missile defense plans. These concepts
range from the monolithic, large scale, (broad and detailed) planning tool to distributed
sensor and weapon planning web servidessection 6, we conclude with a summary of

the recommended next steps in planning foroaeitric operations.

2.0 Developing a Missile Defense Plan

In the near term, MDA is beginning deployment of a Missile Defense architecture
comprised of the Army& PATRIOT sensors and weapons, the Navyé AEGIS destroyer

and cruise class ships with a sensor, the Army& Ground-Based Radar (experimental), the
Army& Ground-Based Interceptors (GBI), Upgraded Early Warning Radars (UEWR),
the Cobra Dane Radar and the Air Forcets experimental A#Borne Laser (ABL). This

architecture is depicted in Figurel2
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Figure 2-1: Basic Missile Defense Architecture



In this example, an enemy missile is launched in one AOR, flies over another AOR and
Impacts in yet a third AOR, if nauccessfully intercepted. With networked sensors, the
AEGIS ship can be used to support engagements in Korea, Japan and the U.S.
simultaneously. A similar mulAOR capability is possible for the ABL.

The complete missile defense plan must considesetlcomplex sensoisdistributed

around the world. The plan typically includes tenés of defense systems, some engaged in

multiple missions and deployed to support different commanders(itiple AORS) to
interceptmultiplethreat types. To develop #hplan, the individual systems have detailed
planners or are in the process of developing them for their defense system. However,
each of these planners considers only its own sensat netcentric operation. What

role could these planners have &vdloping an integrated plan for an NCW architecture?

Walking through the details of pla &i
development may shed some light. In Figure A -
2, the initial guidance for planning is shown. fhesttamron
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Figure 2-2: Planning Begins with Enemy Launch

Points and Friendly Assets to be Protected

In Figure 23, two analytical cases are shown. On the &Hth potential trajectory from
the estimated launch site is drawn. The probability of negation (Pn) for the defense

system against each trajectory is outlined (the value of Pn determines the color). On the



right side of Figure B, a potential Enemy Quose of Action (ECOA) is shown. The
ECOA is an example of a likely enemy action to include the number of missiles
launched, launch timing and tactics. A basic plan first evaluates the feasibility of
engaging all likely missile trajectories to determimdesthse deployment and architecture
composition. The plan must then be evaluated against several ECOAs to understand

vulnerabilities to raid size and sustainability of defense given available inventory.
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Figure 2-3: Calculating Defense Probability of Ngation
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In the early development of the missile defense systems, each system designed a detailed
tactical planner to assist in the deployment and use of that weapon system. Mission
guidance flowed down from the strategic and operational level to thealdetvel where

the detailed planning occurred. The operational level would determine the particular
mission or assets for PATRIOT to protect or for THAAD to protect or for AEGIS BMD

to protect. Each planning system would evaluate the enemy threatssagitked assets to
determine their optimal basing and capability. The various tactical plans would be
transmitted up from the tactical to the operational level, as shown in FiglireVZith

these stowtype systems then, the missile defense plan couldeveloped from the

bottoms ug” starting with toplevel mission guidance.
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Figure 2-4: Developing a Plan (PreNetwork Centric Warfare)

Figure 25 shows a cartoon of the fintegrationo of a plan that is really the loose sum of

the individual system plansut together. Each system roughly fits together in the plan,

protecting its own assets. Coordination of firing strategy, however, needs to occur if the

different defense systems have overlapping capabilities or there will be missile wastage.
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Figure 2-5: Building the Approximate Operational Plan



Missile Defense planning for the architecture is much more complicated than the
previous example (Figure-2) illustrates for a single threatsingle defense. In the real
world, multiple threat types and ladgans must be evaluated against multiple defense
systemsi some performing multiple missions. In addition, these multiple systems
interact, such as providing radar cueing or threat tracking data for the interceptors in a
sensor network. Finally, thesessgms may belong to different chains of command (e.qg.,
different AORs). The integrated missile defense plan must be able to handle all of these
complexities while handling the interactions inherent in NCW operations. Fig@re 2
illustrates the increasingomplexity of missile defense planning, showing the simple
example as the starting point. Even in the simplest examples, the defense protection
varies in probability of negation due to threat azimuth, range, velocity and impacts of

terrain.
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Figure 2-6: Increasing Complexity of Missile Defense Plans

In Figure 27, we show a notional, realorld architecture. There are many different

possible threat locationssome shown as points, others as polygons. Many PATRIOT



systems are arrayed near the caitiassets and other longer range radars based at sea or

on land can be seen.

Figure 2-7: Example Complex Architecture

This complexity is further illustrated in Figure& where the depth of water and terrain

is viewable. In this example, the dibuited sensors (e.g., AEGIS, GBR) will interact

with noncollocated weapon systems (e.g., GBI) to protect several regions of interest

(e.g., Korea, Japan and the US).
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Figure 2-8: RealWorld Missile Defense Architecture



